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Who |l am

» Professional Background

 |[Nnterests
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Attestations

e Software Attestations

« Why?

e How?
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Attestations Overview

* Envelope

Statement
- Subject
- Predicate

Signature
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Attestations Overview

. * In-toto Attestation "tonatures”: €

£
"keyid": “feSallcfa...™,

"sig": "4eF@b@fd28f128..."
— ¥
A
D
=

3.

“signed": {

"_typ-e" = L ik .
m “byproducts™:

"return=-wvalua": @,
“"stderr”: “"warning: -~ /pathsusers.cargosconfig” is deprecated. ..,
vetdout™ = "

} Ed

"command™: [
“"cargo®™, "build"™

1.

“environment™: {}.

"materials": {
"Cargo.toml™: {

"shaZ56" : "fEc@8916leB8dd25. .."

}.
Y.

“name': "building™ .,
“"products™: {
"Cargo. lock™: {
"sha256": "“"Fe24aS..."
} Ed .
¥
T
¥
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Current Tools

* In-toto (Main focus tool)
e Witnhess

* Binary Authorization
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Terminology

e Layout

Step

Materials

Products

Inspection
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In-toto usage

e Layout

« Single Layout Usage

[Distribution Statement A] Approved for public release and unlimited distribution.



In-toto Usage - Build

layout = Layout.read({

" _type": "layout", {
‘- "keys": { "name": "package”,
key_owner["keyid"]: key_owner, "expected_materials": [
_— : ['MATCH", "*" "WITH", "MATERIALS", "FROM", "building"],
A "steps": [ ["MATCH", "™, "WITH", "PRODUCTS", "FROM", "building"],
— N { ['DISALLOW", "*']
ey "name"; "building", 1,
"expected_materials": [ "expected_products": [
['"ALLOW", "src/*"1, ['"ALLOW", "*.link"], ["ALLOW", "*.pub"], ["MATCH", "*", "WITH", "MATERIALS", "FROM", "building"],
['"ALLOW", "*.layout"], ["ALLOW", "Cargo.tomI"], ['MATCH", "*", "WITH", "PRODUCTS", "FROM", "building"],
['DISALLOW", "*"] ['CREATE", "package.tar'],
1, ['DISALLOW", "*"]
— "expected_products": [ 1,
— ['MATCH", "*", "WITH", "MATERIALS", "FROM", "building"], "expected_command": [
['CREATE", "target/*"], ['CREATE", "Cargo.lock"], "tar", "-cf", "package.tar", "target/debug/simple",
['DISALLOW", "*"] 1,
1, “threshold"; 1,
"expected_command": [ "pubkeys": [key_owner["keyid"]],
"cargo", "build" :
I, Iy
"threshold": 1, "inspect™: [],
"pubkeys": [key_owner["keyid"]], b
1
# Continued ---------------—-=---->
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Proposed Usage

« Build Layout

 Multiple Layout(s) - QA Team based

» Release based layout
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Proposed Usage - QA

layout = Layout.read({
" type": "layout”,
"keys": {
key owner['keyid"]: key_owner,

"steps™: [
{

"name": "verify",

"expected_materials": [
["ALLOW", "*link"], ["ALLOW", "*.pub"],
['"ALLOW", "package.tar"], ['ALLOW", "*.layout"],
['"ALLOW", "target/debug/simple"],
['DISALLOW", "*"]

]

éxpected_products": [
['"MATCH", "*", "WITH", "MATERIALS", "FROM", "verify"],
['DISALLOW", "*"]

]

expected_command": [
"in-toto-verify", "-I", "./build.layout",
"--verification-keys", "./owner.pub”, "--link-dir",
II./|I

]1

“threshold": 1,

"pubkeys": [key_owner["keyid"]],

# Continued ------------------—-->

D

]

"name": "testing",

"expected_materials": [
['MATCH", "*", "WITH", "MATERIALS", "FROM", "verify"],
['DISALLOW", "*"]

]

'expected_products": [
["MATCH", "**, "WITH", "MATERIALS", "FROM", "verify"],
['DISALLOW", "*"]

|

expected_command": [
"echo”, "PASS"

i

"threshold": 1,

"pubkeys": [key_owner["keyid"]],
}

inspect": [],
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Proposed Usage - Release

« Finallayout 'ayoet;;:yqrg-yrgig({
‘. * In—toto—verlfy on |y "keys": .{key_owher["keyid"]: key_owner},
"steps": [
-—‘En_ « Chain of layouts S —
"expected_materials": [
B ["ALLOW", "in-toto-files.tar"], ['ALLOW", "*.link"],
["ALLOW", "*pub"], ['"ALLOW", "package.tar"],
["ALLOW", "*layout"], ["ALLOW", "target/debug/simple"],
['DISALLOW", "*"]
= 1,
"expected_products": [
— ['"MATCH", ™", "WITH", "MATERIALS", "FROM", release"],
— ["ALLOW", "*layout"], ["ALLOW", "target/debug/simple"],
['DISALLOW", "*"]
]1
"expected_command": [
"in-toto-verify", "-I", "./internal.layout", "--verification-keys", "./owner.pub", "--link-dir",
ll./Il
Il
"threshold": 1,
"pubkeys": [key_owner["keyid"]],
}
1
"inspect™ []
s )
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Demo
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